
SOLUTION OVERVIEW

OpenText Data Protector and CloudAlly
Protect cloud and on-premises workloads from cyberthreats 
and IT disasters with backup and recovery

Enterprises of all kinds are trapped between cyberthreats, 
internal data related threats, IT disasters, and increasing data 
protection compliance requirements. Many have increasingly 
heterogenous IT, from cloud solutions to on-premises data, 
that needs to be protected. Businesses often assume SaaS 
applications are secure, but the Shared Responsibility Model 
doesn’t prevent data loss.

OpenText™ Data Protector and CloudAlly™ equip organizations to prevent data 
loss, protect against ransomware, consolidate backups, and achieve regulatory 
compliance.

OpenText Data Protector helps organizations protect their critical data across 
physical, virtual, and cloud workload environments via enterprise-grade data 
backup and recovery. Centralized management of back-up and recovery 
operations enables IT administrators to efficiently protect and recover their 
data across a wide range of platforms and applications. Automate back-up and 
recovery tasks, reduce the risk of data loss, better comply with regulations, 
and improve IT reliability and efficiency. Fast restoration ensures operations 
quickly return to normal, minimizing revenue loss and maintaining reputation.

CloudAlly protects data for all your SaaS applications, such as Microsoft 365®, 
Google® Workspace™, Salesforce®, Box™, and Dropbox™ through a single, 
easy-to-use interface. Eliminate the risk of data loss and mitigate regulatory 
and legal risk with the ability to rapidly recover data from any point in time and 
with any granularity. 

Benefits
• Comprehensive cyberthreat 
protection for digital assets

• Improve compliance with 
data protection regulations

• Back up and recover cloud 
SaaS content

• Protect heterogenous IT with 
on-premises backup and 
recovery
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Comprehensive cyberthreat protection  
for digital assets
Backup and recovery are the last line of defense for cyberattacks. If managed 
well, they will protect you from external and internal attacks and drive a rapid 
return to normal IT operations.

OpenText Data Protector and CloudAlly provide a universal back-up solution 
for all your storage solutions, databases, hypervisors, on-premises hosted 
SAP®, and cloud hosted SaaS content like Salesforce and Microsoft 365.

Improve compliance with data 
protection regulations
Most organizations do business in one or more territories, which either directly 
or indirectly enforce a reasonable back-up and restore policy. The European 
Union (EU) and Australia have legislation in place requiring organizations to 
be well prepared for cyberattacks. Other countries, like the United States and 
Canada, are suggesting secure behaviors for digital infrastructure.

In either case, not following these regulations or suggestions can have severe 
financial impacts. In Europe and Australia, organizations face high fines when 
not complying with GDPR and NIS2 regulations. In North America data breach 
settlements, drastic payments can put organizations out of business.

OpenText Data Protector and CloudAlly make sure cyberthreat-related 
compliance regulations are met while maintaining proper documentation.

“One of the big 
OpenText Data 
Protector advantages 
is the native 
application integration 
for all our clients’ 
database systems, SAP 
being the key one. We 
provide online backup 
capabilities without 
negatively impacting 
the source systems, so 
performance remains 
at the same level 
while the backup is 
performed, a crucial 
feature for our clients.”
Alexander Förster 
SAP Certified Technology 
Consultant FIS-ASP GmbH

Read the success story ›

CloudAlly

Microsoft® 365

Dropbox™, box™, Google®

SalesForce®

OpenText Data Protector

Heterogeneous IT

Solution Integrations

VM/Hypervisor Support

Oracle®, Microsoft® SQL Server, 
IBM® DB2, Sybase®, PostGreSQL

Microsoft® Exchange, SharePoint

SAP® Hana,  
OpenText™ Documentum™

VMWare® 
Microsoft® HyperV

Solution Description

OpenText Data Protector Prevent data loss, protect against ransomware, consolidate backups, and 
achieve regulatory compliance whether virtual, physical, or off-cloud.

CloudAlly Comprehensive backup and recovery of SaaS application data with central 
management, granular restore, rapid recovery, and flexible retention options.

https://www.opentext.com/customers/fis-asp-gmbh
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Back up and recover cloud SaaS content
CloudAlly offers comprehensive backup and recovery of SaaS application data 
and boasts central management, granular restore, rapid recovery, and flexible 
retention options. This purpose-built backup solution ensures IT administrators 
can recover as much or as little SaaS application data as necessary.

On-premises backup and recovery for 
heterogenous IT
OpenText Data Protector is an enterprise-class, data-centric backup and 
disaster recovery solution that addresses the challenges of complexity, 
scalability, and data security in dynamic and diverse IT environments. Based on 
a unified, flexible, multi-tier architecture, it enables centralized data protection 
across physical, virtual, and cloud environments.

Establish a single backup and recovery solution that can back up and restore 
anything: modern cloud SaaS content, heterogenous on-premises, and/or data 
center IT. OpenText Data Protector protects enterprise software solutions, 
many databases, and all major hypervisors (VMs). Software deduplication and 
support for appliance-based storage and deduplication are also included. 
Together with CloudAlly, it provides comprehensive protection from data loss 
through cyberthreats or other incidents.

• Professional Services

• Partners

• Training

• Communities

Resources
OpenText Data Protector 
product page

OpenText Data Protector  
Free Trial

CloudAlly product page

https://www.opentext.com/products/data-protector
https://www.opentext.com/products/data-protector
https://www.microfocus.com/en-us/products/data-protector-backup-recovery-software/free-trial
https://www.microfocus.com/en-us/products/data-protector-backup-recovery-software/free-trial
https://www.carbonite.com/business/products/cloud-to-cloud-backup/
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